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Contacting RUCKUS Customer Services and Support

The Customer Services and Support (CSS) organization is available to provide assistance to customers with active warranties on their RUCKUS
products, and customers and partners with active support contracts.

For product support information and details on contacting the Support Team, go directly to the RUCKUS Support Portal using https://
support.ruckuswireless.com, or go to https://www.ruckusnetworks.com and select Support.

What Support Do | Need?

Technical issues are usually described in terms of priority (or severity). To determine if you need to call and open a case or access the self-service
resources, use the following criteria:

®  Priority 1 (P1)—Critical. Network or service is down and business is impacted. No known workaround. Go to the Open a Case section.

e  Priority 2 (P2)—High. Network or service is impacted, but not down. Business impact may be high. Workaround may be available. Go to
the Open a Case section.

e  Priority 3 (P3)—Medium. Network or service is moderately impacted, but most business remains functional. Go to the Self-Service
Resources section.

e  Priority 4 (P4)—Low. Requests for information, product documentation, or product enhancements. Go to the Self-Service Resources
section.

Open a Case

When your entire network is down (P1), or severely impacted (P2), call the appropriate telephone number listed below to get help:
e  Continental United States: 1-855-782-5871
e Canada: 1-855-782-5871

e  Europe, Middle East, Africa, Central and South America, and Asia Pacific, toll-free numbers are available at https://
support.ruckuswireless.com/contact-us and Live Chat is also available.

e  Worldwide toll number for our support organization. Phone charges will apply: +1-650-265-0903

We suggest that you keep a physical note of the appropriate support number in case you have an entire network outage.
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Contact Information, Resources, and Conventions
Document Feedback

Self-Service Resources
The RUCKUS Support Portal at https://support.ruckuswireless.com offers a number of tools to help you to research and resolve problems with your
RUCKUS products, including:

o  Technical Documentation—https://support.ruckuswireless.com/documents

e  Community Forums—https://community.ruckuswireless.com

e  Knowledge Base Articles—https://support.ruckuswireless.com/answers

e  Software Downloads and Release Notes—https://support.ruckuswireless.com/#products_grid

®  Security Bulletins—https://support.ruckuswireless.com/security

Using these resources will help you to resolve some issues, and will provide TAC with additional data from your troubleshooting analysis if you still
require assistance through a support case or RMA. If you still require help, open and manage your case at https://support.ruckuswireless.com/

casefmanagement.

Document Feedback

RUCKUS is interested in improving its documentation and welcomes your comments and suggestions.
You can email your comments to RUCKUS at #Ruckus-Docs@commscope.com.
When contacting us, include the following information:
e  Document title and release number
e  Document part number (on the cover page)
e  Page number (if appropriate)
For example:
e  RUCKUS SmartZone Upgrade Guide, Release 5.0
e  Part number: 800-71850-001 Rev A
e Page7

RUCKUS Product Documentation Resources

Visit the RUCKUS website to locate related documentation for your product and additional RUCKUS resources.

Release Notes and other user documentation are available at https://support.ruckuswireless.com/documents. You can locate the documentation by
product or perform a text search. Access to Release Notes requires an active support contract and a RUCKUS Support Portal user account. Other
technical documentation content is available without logging in to the RUCKUS Support Portal.

White papers, data sheets, and other product documentation are available at https://www.ruckusnetworks.com.

Online Training Resources

To access a variety of online RUCKUS training modules, including free introductory courses to wireless networking essentials, site surveys, and
products, visit the RUCKUS Training Portal at https://commscopeuniversity.myabsorb.com/. The registration is a two-step process described in this
video. You create a CommScope account and then register for, and request access for, CommScope University.
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Contact Information, Resources, and Conventions
Command Syntax Conventions

Document Conventions

The following table lists the text conventions that are used throughout this guide.

TABLE 1 Text Conventions

monospace Identifies command syntax examples device (config)# interface ethernet 1/1/6

bold User interface (Ul) components such On the Start menu, click All Programs.
as screen or page names, keyboard
keys, software buttons, and field
names

italics Publication titles Refer to the RUCKUS Small Cell Release Notes for more information.

Notes, Cautions, and Safety Warnings

Notes, cautions, and warning statements may be used in this document. They are listed in the order of increasing severity of potential hazards.

NOTE
A NOTE provides a tip, guidance, or advice, emphasizes important information, or provides a reference to related information.

ATTENTION
An ATTENTION statement indicates some information that you must read before continuing with the current action or task.

CAUTION
A A CAUTION statement alerts you to situations that can be potentially hazardous to you or cause damage to hardware, firmware,
software, or data.

DANGER
A A DANGER statement indicates conditions or situations that can be potentially lethal or extremely hazardous to you. Safety labels are
also attached directly to products to warn of these conditions or situations.

Command Syntax Conventions

Bold and italic text identify command syntax components. Delimiters and operators define groupings of parameters and their logical relationships.

Convention Description

bold text Identifies command names, keywords, and command options.
italic text Identifies a variable.

[1 Syntax components displayed within square brackets are optional.

Default responses to system prompts are enclosed in square brackets.

{x|yl z} A choice of required parameters is enclosed in curly brackets separated by vertical bars. You must select one of the options.
x|y A vertical bar separates mutually exclusive elements.
<> Nonprinting characters, for example, passwords, are enclosed in angle brackets.

Repeat the previous element, for example, member[member...].

\ Indicates a “soft” line break in command examples. If a backslash separates two lines of a command input, enter the entire command at
the prompt without the backslash.
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About This Guide

L 1 o e (U ot o) s TN OO OO USROS URPPRRRPPRON
° New In This Document

Introduction

This Command Reference Guide contains the syntaxes and commands for configuring and managing SZ100/300/vSZ-H/vSZ-D (collectively referred to
as “the controller” throughout this guide) from the command line interface.

This guide is written for service operators and system administrators who are responsible for managing, configuring, and troubleshooting RUCKUS
devices. Consequently, it assumes a basic working knowledge of local area networks, wireless networking, and wireless devices.

NOTE
If release notes are shipped with your product and the information there differs from the information in this guide, follow the instructions
in the release notes.

Most user guides and release notes are available in Adobe Acrobat Reader Portable Document Format (PDF) or HTML on the support site at https://
support.ruckuswireless.com/contact-us

New In This Document

TABLE 2 New/updated/deprecated commands in SmartZone 7.0.0 Rev A (February 2024)

wlan-cli-non-proxy New: Creates new WLAN with non-proxy from wlan on page 471
the CLI.

wlan-cli-sz-proxy New: Creates new WLAN with SmartZone proxy wlan on page 471
from the CLI.

wlan-gui-non-proxy New: Edits GUI-created non-proxy WLAN from wlan on page 471
the CLI.

wlan-gui-sz-proxy New: Edits GUI-created SmartZone proxy WLAN wlan on page 471
from the CLI.

auth-service aaa-auth New: Sets the authentication service and enables | zone on page 480

non-proxy AAA service.

auth-service sz-auth-service New: Sets the authentication service and enables | zone on page 480
SmartZone proxy.

dpsk-server-type New: Enables external DPSK. zone on page 480

ssid wlan-cli-sz-proxy New: Sets the WLAN SSID SmartZone proxy zone on page 480
configuration from the CLI.

ssh-security-level New: Secure Shell (ssh) protocol is a ssh-security-level on page 325
cryptographic network protocol for operating
network services.
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Overview of the Controller Command Line Interface

The Controller command line interface (CLI) is a software tool that enables you to configure and manage SmartCell Gateway 200 and Virtual
SmartZone High-Scale. Using the command line interface, you can issue commands from an operating system prompt, such as the Microsoft
Windows command prompt or a Linux operating system terminal. Each command performs a specific action for configuring device settings or
returning information about the status of a specific device feature.

Accessing the Command Line Interface

The controller has a built-in command line interface (CLI) that you can use to configure controller settings and manage access points. This section
describes the requirements and the procedure for accessing the controller CLI.

What you will Need

To access controller CLI, you need the following:
e A computer that you want to designate as administrative computer.

e A network connection to the controller (if you want to use an SSH connection) or an RS-232 serial to RJ45 cable (if you want to use a serial
connection) .

®  An SSH (secure shell) client.

Connect the Administrative Computer to the Controller

Connect the administrative computer to controller either through the network or directly using an RS-232 serial to RJ45 cable.

1. If you want to use an SSH connection, connect the administrative computer to the same subnet or broadcast domain as the Management
(Web) interface of the controller.

RUCKUS SmartZone (ST-GA) Command Reference Guide, 7.0.0
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Using the Controller Command Line Interface
Start and Configure the SSH Client

2. If you want to use a serial connection, make sure that both the administrative computer and the controller are both powered on. And
then, do the following:

e  Connect the RJ45 end of the cable to the port labeled |O|O| (console port) on the controller. See Figure 1 for the location of the
console port.

e  Connect the RS-232 end of the cable to a COM port on the administrative computer.

FIGURE 1 SCG200 Location of console port

Console Port

FIGURE 2 SZ300 Location of console port

Start and Configure the SSH Client

Before starting this procedure, make sure that the SSH client is already installed on the administrative computer.

RUCKUS SmartZone (ST-GA) Command Reference Guide, 7.0.0
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Using the Controller Command Line Interface
Using SSH Connection

NOTE
The following procedure describes how to use PuTTY, a free and open source telnet/SSH client, to access the controller CLI. If you are
using a different SSH client, the procedure may be slightly different (although the connection settings should be the same). For more
information on PuTTY, visit www.putty.org.
See the following sections depending on your connection method:
e  Using SSH Connection on page 19

e  Using Serial Connection on page 20

Using SSH Connection

If you have connected the administrative computer to the same subnet or broadcast domain as the Management (Web) interface of the controller,
follow these steps to start and configure the SSH client.

1. Start PuTTY. The PuTTY configuration dialog box appears, showing the Session screen as seen in Figure 3.

2. In Connection type, select SSH.

FIGURE 3 Selecting SSH as a connection type

-
B PuTTY Configuration

Category:

(=) Session Basic options for your PuTTY session

Logging Specify your connection by host name or [P address
=- Terminal

Kevboard Host Mame {or IP address)
Bel 192.152.20.1|
Features Protocal:
= Window O Raw O Telnat D Rlogin @ con
Appearance

Behaviour
Translation Saved Sessions

Load, save or delete a stored session

Selection
Colours Default Settings
= Connection
Data
Proogy
Telnet
Rlogin
=- 55H

Kt Close window on exit:

;J:Irt'lh () Mways (O Mever (%) Orly on clean exit

Tunnels

Open l [ Cancel

3. Enter the IP address of the Management (Web) interface of the controller in the Host Name (or IP address) field as seen in Figure 3.
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Using the Controller Command Line Interface
Using Serial Connection

4.

Click Open. The PuTTY console appears and displays the login prompt. See Figure 7 on page 23.

Using Serial Connection

If you have connected the administrative computer to the console port on the controller using an RS-232 serial to RJ45 cable, follow these steps to
start and configure the SSH client.

20

1.
2.

Start PuTTY. The PuTTY Configuration dialog box appears, showing the Session screen as seen in Figure 4.

In Connection type, select Serial if you are connecting via serial cable.

FIGURE 4 Selecting serial as a connection type

ﬁ PuTTY Cenfiguration

P -l

Category:

[=) Terminal
- Keyboard
- Bell
- Features
= Window

- Appearance
- Behaviour
- Translation
- Selection
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[=- Connection
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- Proxy
- Telnet

- Rlogin

[+-55H
- Serial

Basic options for your PuTTY session

Specify the destination you want to connect to

Seral line Speed
comM 115200
Connection type:

(T Raw () Telmet () Rlogin () S5H @ Serial

Load, save or delete a stored session

Saved Sessions

Default Settings

Save

Delete

Close window on exit:
() Mways

(I Mever @ Only on clean exit

=)
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3.

default serial connection settings. See Figure 5.

FIGURE 5 PuTTy's default serial connection setting

Using the Controller Command Line Interface

Using Serial Connection

Under Category, click Connection > Serial. The serial connection options appear on the right side of the dialog box, displaying PuTTY’s

ﬁ PuTTY Configuration

D[

Categorny:

=) Terminal

- Keyboard
- Bell

- Features
= Window

- Appearance
- Behaviour
- Translation
- Selection
- Colours

= Connection

- Data

- Praxy
- Telnet

- Rlogin
- 55H
o Serial

Options contraling local sedal lines
Select a senal line

Seral line to connect to COomM1

Corfigure the seral line
Speed (baud) 115200
Data bits 8

Stop bits 1

Parity [ None

~)

Flow cortrol | XON/XOFF

)
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Using the Controller Command Line Interface
Using Serial Connection

4. Configure the serial connection settings as follows. See Figure 6.

e  Serial line to connect to: Type the COM port name to which you connected the RS-232 cable.

e  Bits per second: 115200
e  Data bits: 8

e  Stop bits: 1

e  Parity: None

e  Flow control: None

FIGURE 6 PuTTY'’s serial connection settings for connecting to controller

ﬁ PuTTY Cenfiguraticn

D
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= S;ssinn

[=- Terminal

- Keyboard
- Bell
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... Serial
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Flow control

Options controlling local senal lines
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Using the Controller Command Line Interface
Using Serial Connection

5. Click Open. The PUTTY console appears and displays the login prompt as seen in

FIGURE 7 PuTTY console displaying the login prompt

-_— = - W = - - |:I|EJ53|

v =
@ 192.168.11.100 - PuTTY

You have completed configuring the SSH client to connect to the controller CLI.

The following describes the process for logging onto the CLI.

e Log onto the controller using putty/Xssh (any other application) using the user credentials of login name and password as given.

NOTE
You cannot use 'admin' as a password, which is used during the controller installation procedure.

o  The controller CLI welcome message appears with the CLI prompt as seen below.
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Using Serial Connection

FIGURE 8 Login Screen

b -~ me

tEFFFFEFFEFS ##1';###########_

# B #
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e  You are now logged into the controller CLI as a user with limited privileges by looking at the CLI prompt. If you are in limited mode, the

prompt appears as ruckus> (with a greater than sign). To view a list of commands that are available at the root level or user mode, enter

helpor?.

NOTE

To change the CLI prompt to a privileged mode, see step 5.

FIGURE 9 Using show commands

e Toview login and password details for AP SmartZone, enter show runnning-config zone name. Refer the CLI details below.
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Using the Controller Command Line Interface
Using Serial Connection

FIGURE 10 View AP Login and Password

[dhep-18-206—84-163# show running-config zone zone@l
General Options

Zone Name

Description

Timezone

AP IP Mode

AP Firmware Version : 6.1.2.0.408

Country Code : Us

Location :

Location Additional Information :

GPS Coordinates

GPS Altitude

AP Admin Logon Logon ID
Password

DP Group : Default DP Group

® Asauser with limited privileges, you can view a history of commands that were previously executed and ping a device as seen in Figure
11.

FIGURE 11 Using system commands

e If you want to run more commands, you need to switch to privileged mode by entering enable and the password at the root prompt as
seen in Figure 12. The prompt changes from ruckus> to ruckus# (with a pound sign) as seen in Figure 12. Refer to enable command for
details.
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Command Help

FIGURE 12 Changing to privileged mode

- T, T

S4p|en

P User mode

ek k ko k kR

Password:
INDUS48#8 |co

P Privileged mode

Command Help

You can display commands and syntax information in any mode and from any point in the command hierarchy.

Enter a question mark (?) or a tab in any command mode to display the list of commands available in that mode.

device (confiqg) #?
acct-profile
ad-service
admin
admin-radius
adv-forwarding-profile
ap
ap-auto-tagging
ap-cert-check
ap-cert-expired-check
ap-certificate-reset
ap-control-mgmt-tos
ap-heartbeat
ap-internal-subnet
ap-zone-aggregate
auth-profile
bridge-profile
(output truncated)

Create/Update
Create/Update
Create/Update

Accounting Service Profile configuration
Active Directory Service configuration
Administrator account configuration
Create/Update RADIUS server for Administrators
Create/Update Advanced (Mixed Mode) profile configuration
Update AP configuration

Create/Update/Enable Critical AP Auto Tagging rules
Enable AP certificate check

Enable AP expired certificate check

Reset AP certificate request which failed to updating certificate

Enable AP control and management traffic TOS and set TOS value
Update AP Heartbeat interval

Tunnel Internal Subnet

Enable AP Zone data aggregation task

Create/Update Authentication Service Profile configuration
Create/Update Bridge profile

To display a list of commands that start with a specified character, type the character followed by a question mark (?) or a tab.

device (config) #g?
gateway-advance
get
ggsn-service

Set gateway advance options
command.description
Update GGSN / PGW GTP configuration

To display keywords and arguments associated with a command, enter the command followed by a question mark (?) or a tab.

device (config) #gos ?
egress-buffer-profile
mechanism
name
profile
scheduler-profile
tagged-priority

26

User defined QoS egress profile

Change mechanism

Change name

Change bandwidth allocation

User defined QoS profile

Change tagged frame priority to profile mapping
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Generic Command Options

Generic Command Options

Across the SmartZone controllers there are some command options that have the same or similar functionality.

To avoid repetition and to keep the command syntax looking less complex, generic command options are being introduced here. These options will

appear under the ? on the controllers for many commands in various modes. Consult this page for an explanation of the functionality.

The following table describes the generic command options.

TABLE 3 Generic Command Options

config Enters Global configuration mode. Privileged EXEC
User EXEC
do Allows show and other EXEC commands to be executed in configuration mode. Global configuration mode
description Text description of the command. Global configuration mode
end Ends the current configuration session and returns to privileged EXEC mode. Global configuration mode
exit Exits the current configuration mode and returns to the previous mode. If in User EXEC Global configuration mode
mode, exits the session. -
Privileged EXEC
User EXEC
help Displays the help text for the current command. Global configuration mode
history Displays a list of previously entered commands. Global configuration mode
Privileged EXEC
User EXEC
logout Exit from EXEC mode. The command is only available in Debug configuration mode for the | Debug configuration mode
SmartZone Data Plane controllers only. L.
Privileged EXEC
User EXEC
name name Usually a variable entered after a command to define the initial name. After initial Global configuration mode
configuration, the name name allows name changes.
quit Exits the configuration session. This option is only supported on the SZ Data Plane Privileged EXEC
controllers.
User EXEC
Quotation Marks Using quotation marks (" ") around strings that contain white spaces but only double Privileged EXEC
quotation. We do not support single quotation. User EXEC
Config EXEC
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Commands A through C

acct-profile

Enables accounting service profile configurations.

Syntax
acct-profilename
no acct-profile[name]

After the acct-profile command is entered to enable the Account Profile configuration mode, the following configuration syntax is
available:
[default{no-match-realm | no-realm}acct{na| name}| descriptiontext| namename | realmrealm]

After the realm command is entered to enable the Account Profile Realm configuration mode, the following additional configuration
syntax is available:
[acct-servicename | namename]

Command Default

No accounting service profiles are created.

Parameters

name
Specifies the accounting service profile.

default
Sets the default services.
no-match-realm
Sets the default service for when no matching realm is found.
no-realm
Sets the default service for when no realm is specified.
acct
Sets the default accounting service.
na
Specifies that NA is disabled.
name

Specifies the accounting service name.

descriptiontext
Sets the description of the account profile.

namename
Sets the accounting service profile name.
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acct-profile

realmrealm

Sets the accounting service realm and enters Account Profile Realm configuration mode.

acct-servicename
Sets the accounting service.

namename
Sets the accounting service realm name.

Modes

Global configuration mode

Usage Guidelines

This command is supported on the SmartZone 300 and vSZ-H controllers only.

The no form of the command removes configured accounting service profiles. If no account service profile is specified, all accounting

service profile configurations are removed.

Examples

30

The following example creates an accounting service profile and enters Account Profile configuration mode.

device# config
device (config)# acct-profile rad-profile
device (config-acct-profile)#

The following example creates an accounting service profile, enters Account Profile configuration mode and specifies an accounting

service profile name.

device# config
device (config)# acct-profile rad-profile
device (config-acct-profile) # name myaccountsp

The following example removes all accounting service profile configurations.

device# config

device (config) # no acct-profile

device (config) # no acct-profile

Do you want to continue to delete (or input 'no' to cancel)?

[yes/no] yes
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admin

admin

Creates or update the profile for an administrator.

Syntax
adminname
no admin[username]

After the admin command is entered to enable the Admin configuration mode, the following configuration syntax is available:
[emailemail-address| namename | password | phonenumber | real-namename | titlejob-title]

Command Default

The default Administrator Profile is used.

Parameters

name
Specifies an account name.

emailemail-address
Sets the email address for the user.

namename
Sets the account name.

password
Sets the password for the account

phonenumber
Sets the phone number of the user.

real-namename
Sets the real name of the user.

titlejob-title
Sets the job title of the user.

Modes

Global configuration mode

Usage Guidelines

The no form of the command removes configured administrator profiles.
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admin

Examples
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The following example creates an administrator profile, and sets an email address, password, phone number, real name, and title for the

profile.

device# admin joe
device (config-admin) # email Jjoe@company.com
device (config-admin) # password

Password: ****kx&xx

Retype: ****x¥*xxx
device (config-admin) # phone 22870001
device (config-admin) # real-name "Joe Admin"
device (config-admin) # title CTO

The following example removes a previous configured administrator profile.
device# config

device (config)# no admin Jjoe
Do you want to continue to delete (or input 'no' to cancel)?

[yes/nol
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Commands A through C
admin (DP)

admin (DP)

Creates or update the profile for an administrator.

Syntax

admin

After the admin command is entered to enable the Admin configuration mode, the following configuration syntax is available:
[history | logout | name name| passwd password |session-idle minutes|show]

Command Default

The default Administrator Profile is used.

Parameters

history
Displays the list of previously run commands.

logout
Logs the user out.

name name
Specifies the account name.

passwd password
Sets the password for the account

session-idle minutes
Sets the CLI idle timeout value in minutes.

show
Displays the account settings.

Modes

Global configuration mode

Usage Guidelines

This command is supported on the SmartZone Data Plane controllers only.

Examples
The following example creates an administrator profile, and sets a name for that profile.
device# admin

device (config-admin) # adminl
device (config-admin) #
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The following examples shows a list of previously run commands.
device (config-admin) # history

Command history:
0. enable
1. config
2. admin
3. name adminl
The following examples displays the administrative settings.
device (config-admin) # show
ADMIN Settings:

vSZ-D HostName: adminl

vSZ-D Session Idle: 600 (seconds)
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Commands A through C
admin-radius

admin-radius

Configures the RADIUS server and enters Admin Radius configuration mode.

Syntax
admin-radiusname
no admin-radius[name]

After the admin-radius command is entered to enable the Admin Radius configuration mode, the following configuration syntax is
available:
[ipip-address | namename | portport-number | shared-secret | testusernamepassword[chap | pap] | type{radius | tacacs}]

Command Default

The RADIUS server is not configured.

Parameters

name
Specifies the RADIUS server name.

ip-addressip-address
Sets the IP address for the primary RADIUS server.

namename
Sets the RADIUS server name.

portnumber
Sets the port number for the primary RADIUS server.

shared-secret
Sets the shared secret for the primary RADIUS server. Valid values range from 1 through 255 characters.

test
Tests the RADIUS server based on the user credentials and protocol settings.
username
Specifies the user name.
password
Specifies the password.
chap
Specifies the CHAP protocol.
pap
Specifies the PAP protocol.
type

Sets the authentication type.

radius
Specifies RADIUS authentication.
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admin-radius

tacacs
Specifies TACACS authentication.

Modes

Global configuration mode

Usage Guidelines

The no form of the command removes RADIUS server configurations. If no RADIUS server is specified, all RADIUS server configurations are

removed.

This command is supported on all SmartZone platforms except SmartZone Data Plane controller.

Examples

36

The following example enters Admin Radius configuration mode and configures the RADIUS server.

device# config

device (config) # admin-radius aaa-auth
device (config-admin-radius)# ip 10.1.1.1
device (config-admin-radius) # port 1813
device (config-admin-radius) # shared-secret
Password: **

Retype: ***

The following example removes all RADIUS server configurations.

device# config
device (config) # no admin-radius
Do you want to continue to delete (or input 'no'

to cancel)?

[yes/no] yes
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adv-forwarding-profile

Enters Advanced (mixed mode) Profile configuration mode to create or update advanced (mixed mode) profile configurations.

Syntax
adv-forwarding-profilename
no adv-forwarding-profilename

After the adv-forwarding-profile command is entered to enable the Advanced (mixed mode) Profile configuration mode, the following

configuration syntax is available:

[ apn { ni <apn> | nioi <apn>} | default { no-match-realm | no-realm } apn value } | description text | name name | realm realm
apnvalue ]

After the apn command is entered to enable the APN Advanced Profile configuration mode, the following configuration syntax is available:
route-type { Bridge | L20GRE }

Command Default

No advanced (mixed mode) profile configurations are created.

Parameters

name
Specifies the advanced (mixed mode) profile name.

apn
Creates or updates the forwarding policy for APN configuration commands.
ni <apn>
Specifies the NI forwarding policy.
nioi <apn>
Specifies the NIOI forwarding policy.
default

Specifies the default APN settings.

no-match-realm
Sets the default for when no matching realm is found.

no-realm
Sets the default for when no realm is specified.

apn value
Specifies the default APN.

description text
Sets the profile description. The description length must be between 1 and 128 characters.

name name
Sets the advanced (mixed mode) profile name.
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realm realm
Sets the realm name.

route-type
Sets the route type.

Bridge
Sets the route type to either Bridge.

L20GRE

Sets the route type to either L20GRE.

Modes

Global configuration mode

Usage Guidelines

This command is supported on the SmartZone 300 and vSZ-H controllers only.

Multiple realms are supported.

The no form of the command deletes advanced (mixed mode) profile configurations.

Examples

The following example creates an advanced (mixed mode) profile and enters advanced (mixed mode) profile configuration mode.

device# config

device (config) # adv-forwarding-profile ttg-pdg

device (config-adv-forwarding-profile) #

The following example deletes all advanced (mixed mode) profiles.

device# config
device (config) # no adv-forwarding-profile
Do you want to continue to delete (or input

38

'no' to cancel)?

[yes/no] yes
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ad-service

ad-service

Enters Active Directory Service configuration mode to enable active directory services configurations.

Syntax
ad-servicename
no ad-service[name]

After the ad-service command is entered to enable the Active Directory Service configuration mode, the following configuration syntax is

available:

[ description text | friendly-name friendly-name | global-catalog | group-attrs attr-value { Default | RATE_LIMIT_USR_ROLE | User-Role-
GA | userl | user-role } | ip-address ip-address | name name | port port | windows-domain-name domain-name |

Command Default

No active directory services profiles are configured.

Parameters

name
Specifies an active directory service.

description text
Sets the decription for the active directory service.

friendly-name friendly-name
Sets the active directory friendly name.

global-catalog
Enables global catalog support.

group-attrs attr-value
Sets user traffic profile mapping.

Default
Sets the default profile.

RATE_LIMIT_USR_ROLE
Sets the accounting service.

User-Role-GA
Sets the RATE_LIMIT_USR_ROLE profile.

userl
Sets the user1.

user-role
Sets the user-role.

ip-address ip-address
Sets the IP address for the primary server.
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name name
Sets the active directory service name.

port number
Sets the port for the primary server.

windows-domain-name domain-name
Sets the Windows Domain name. Valid values are dc=domain, dc=ruckuswireless, and dc=com.

Modes

Global configuration mode

Usage Guidelines

The no form of the command removes configured active directory services. If no active directory service is specified, all active service
directories are removed.

This command is supported on all SmartZone platforms except SmartZone Data Plane controller.

Examples

The following example configures an active directory service and enters Active Directory Service configuration mode.

device# config
device (config) # ad-service ads
device (config-ad-service) #

The following example removes an active directory service called “active-orange”.

device# config
device (config) # no ad-service active-orange
Do you want to continue to delete (or input 'no' to cancel)? [yes/no]

The following example removes all active directory service configurations.

device# config
device (config) # no ad-service
Do you want to continue to delete (or input 'no' to cancel)? [yes/no]

The following example sets the port for the primary server in Active Directory Service configuration mode.

device# config
device (config)# ad-service ads
device (config-ad-service) # port 1
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allow-ap-certificate-replacement

Enables AP certificate replacement configuration.

Syntax

allow-ap-certificate-replacement

no allow-ap-certificate-replacement

Command Default

AP certificate replacement configuration is enabled.

Parameters

This command has no parameters.

Modes

Global configuration mode

Usage Guidelines

The no form of the command disables AP certificate replacement configuration.

This command is supported on all SmartZone platforms except SmartZone Data Plane controller.

Examples
The following example allow the AP certificate replacement.

device# config
device (config)# allow-ap-certificate-replacement
Successful operation

o

% This configuration will take effect in a few minutes.

The following example block the AP certificate replacement.

device# config
device (config) # no allow-ap-certificate-replacement
Successful operation

)

% This configuration will take effect in a few minutes.
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Commands A through C
ap

ap

Creates or updates access point (AP) configurations.

Syntax
apmac-address [ approve | lock | move zone name | pre-prov | swap | trigger-prefer-node | trigger-swap]
ap { pre-prov | swap } { export | import } ftp-url
no ap mac-address [ lock ]

After the acct-profile command is entered to enable the Account Profile configuration mode, the following configuration syntax is
available:
[ description text | name name | realm realm ]

After the realm command is entered in Account Profile Realm configuration mode, the following additional configuration syntax is
available:
[ acct-service name | name name |

Command Default

AP configurations are not created.

Parameters

mac-address
Specifies the AP MAC address.

approve
Approves the AP to proceed with the registration process.

lock
Locks the AP.

move zone
Moves the AP to a target AP zone. Valid values for the name variable are 5.1.2_Zone, 5.1.1_GA, "Default Zone", Dual, ER-7581,
IPv6_ZOne, "SZ Dis-Shreyas", zone-discovery, and ap-zone-name.

pre-prov

Specifies pre-provision APs.
swap

Specifies swaping APs.
trigger-prefer-node

Specifies the trigger prefer node action.
trigger-swap

Specifies the trigger swap action.

export
Export to a CSV file using FTP.
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import
Import from a CSV file using FTP.

ftp-url
Specifies the FTP directory URL.

Modes

Global configuration mode

Usage Guidelines

This command is supported on all SmartZone platforms except SmartZone Data Plane controller.

The trigger-prefer-node keyword is only available on the SmartZone 300.

Examples

The following example creates an AP and specifies an AP MAC address. It also imports pre-provision APs from a CSV file using FTP and
exports swapping APs using FTP.

device# config

device (config)# ap Al1:87:45:34:56:FE

device (config) # ap pre-prov import ftp://device:devicel!@172.19.7.100/backup/AP ad8745345
device (config)# ap swap export ftp://device:devicel!@172.19.7.100

Related Commands
o Table 4 lists the related ap profile configuration commands.
e  Table 5 lists the related ap model configuration commands.
e Table 6 lists the related ap model lan1 configuration commands.

o  Table 6 lists the related ap pre-prov configuration commands for the SmartZone 300.

TABLE 4 Commands related to device(config-ap)

device(config-ap)# admin logonpassword Sets the administrative logon credentials.
device(config-ap)# admin-mode lockedunlocked Sets the administrative mode to either locked or
unlocked.
device(config-ap)# ap-logon logon-id Sets the access point administration login
credentials.
device(config-ap)# ap-model ap-model Sets the model specification (overrides the zone
configuration).
device(config-ap)# ap-password password Sets the access point administrative password.
device(config-ap)# area-code areacode Sets the user location information of LAC or TAC.
device(config-ap)# bonjour-gateway Enables the bonjour gateway.
device(config-ap)# bonjour-policy Enables the bonjour policy.
device(config-ap)# channel-evaluation-interval seconds: The interval value (60~3600 Sets the channel evaluation interval.
secs)
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TABLE 4 Commands related to device(config-ap) (continued)

device(config-ap)# channel-select-mode 2.4gs${value}: 2.4GHz radio Automatically adjusts the AP channels.

5g¢{value}: 5GHz radio

device(config-ap)# channelfly-mtbc 2.4gnumber: 2.4GHz radio Set MTBC value of Channelfly.
number: MTBC value range:100-1440
5gnumber: 5GHz radio

number: MTBC value range:100-1440

device(config-ap)# client-admission-control 2.4g Enables the client admission control.
5g
2.4gminClientCountminClientCount
Min Client Count (Default: 10)
2.4gmaxRadioLoadmaxRadioLoad
Max Radio Load (Default: 75%)

2.4g minClientThroughput
minClientThroughput:

Min Client Throughput (Default:
0.0Mbps)

5gminClientCountminClientCount
Min Client Count (Default: 20)
5gmaxRadioLoadmaxRadioLoad

Max Radio Load (Default: 75%)

58
minClientThroughputminClientThrough
put
Min Client Throughput (Default:
0.0Mbps)
device(config-ap)# description description Sets the model specification (overrides the zone
configuration).
device(config-ap)# device-ip-mode [ipv6|ipv4|dual] Sets the device IP mode.
device(config-ap)# gps latitudelongitude Sets the GPS coordinates to latitude and longitude
values.
device(config-ap)# gps-latitude gps-latitude Sets the GPS coordination latitude.
device(config-ap)# gps-longitude gps-longitude Sets the GPS coordination longitude.
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TABLE 4 Commands related to device(config-ap) (continued)

device(config-ap)# hotspot20 name[swe|cze|spa|eng|chi|ger|fre| Sets the hotspot 2.0 settings.
jpn|dan|tur]

name : Name
swe: Swedish
cze: Czech
spa: Spanish
eng: English
chi: Chinese
ger: German
fre: French
jpn: Japanese
dan: Danish

tur: Turkish

device(config-ap)# ip addressipnetwork-maskgateway Sets the IP address and primary and secondary DNS

servers.
name-serverdns-serversecondary

device(config-ap)# ip6 addressipgateway: Sets the AP IPv6 network settings.
address: Set IPv6 address

ip: Static IPvé6 address

gateway: Gateway
name-serverdns-serversecondary

name-server: Set primary and
secondary DNS server

dns-server: DNS server

secondary: Secondary DNS server

device(config-ap)# location location Sets the location.

device(config-ap)# location-additional-info text Sets the additional information for location.

device(config-ap)# mesh [disable | mesh |root | auto] Sets the mesh mode to either:
disable: Disable
mesh: Mesh AP

root: Root AP

auto: Auto

device(config-ap)# model Sets the model specifications. It overrides the zone
configuration.

device(config-ap)# name name Sets the AP name.
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TABLE 4 Commands related to device(config-ap) (continued)

device(config-ap)# no

admin

bonjour-gateway
channel-evaluation-interval
channel-select-mode
client-admission-control
description

gps

hotspot20

ipaddressname-server secondary
ipbéaddressname-server secondary
location

location-additional-info

model
override-client-admission-control
override-smart-mon
override-mgmt-ap-vian
override-channel-select-mode
override-client-admission-control
override-syslog-opt
override-zone-location

no protection-mode
override-zone-location-additional-info
radio

recovery-ssid

smart-mon

swap-in-ap

syslog

uplink-ap

venue-profile

Disables the configuration.

device(config-ap)# override-ap-mgmt-vlan

vlanTag: VLAN tag (1-4094) enter ‘keep’
to retain the APs setting.

Overrides AP Management VLAN

device(config-ap)# override-channel-select-mode

2.4g: 2.4GHz radio

5g: 5 GHZ radio

Overrides Auto Channel Selection Mode and
Channelfly MTBC.

device(config-ap)# override-client-admission-control

2.4g5g

Overrides the client admission control.

device(config-ap)# override-smart-mon

Overrides the smart monitor.

device(config-ap)# override-syslog-opt

Overrides the Syslog option.

device(config-ap)# override-zone-location

Overrides the zone location settings.

device(config-ap)# override-zone-location-additional-
info

Overrides the zone's additional information setting
on location.
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TABLE 4 Commands related to device(config-ap) (continued)

device(config-ap)# protection-mode 2.4g $fvalue} Overrides the protection mode on 2.4 GHz radio

device(config-ap)# radio 2.4g channelchannel Sets the radio channels.
5gchannelchannel

2.4g channelizationchannelization
5g channelizationchannelization
2.4gtx-powertx-power
5gtx-powertx-power
2.4gwlan-service

5gwlan-service
2.4gwlan-groupname
5gwlan-groupname
2.4groam[enable | disable]
5groam [enable|disable]

2.4groam-macfilt-time seconds (0-600)
Smart roam MAC filter time in seconds

5groam-macfilt-time seconds (0-600)
Smart roam MAC filter time in seconds

device(config-ap)# recovery-ssid-enabled disable Overrides the enable recovery SSID broad case.

device(config-ap)# smart-mon intervalbetween 5-60 Enables the smart monitor.

thresholdbetween 1-10

device(config-ap)# swap-in-ap mac Sets the AP Mac IP address for swap-in.

device(config-ap)# syslog enableipport: Enable the syslog server Sets the syslog server.

enableipport [Local2| Keep Original |
Locall| Local5| Localé| Local0|Local7 |
Local3|Local4] [Error|Critical |
Warning| All| Alert | Notice|Info |
Emergency]

disable: Disables the syslog server

device(config-ap)# uplink [smart|manual] Sets the uplink selection to either smart or manual.
device(config-ap)# uplink-ap Sets the uplink to manual access point.
device(config-ap)# venue-profile name Sets the venue profile

device(config-ap)# zone name Move the access point to another zone.

TABLE 5 Commands related to device(config-ap-model)

device(config-ap-model)# ext-ant 2.4gnumber: 2.4 with DBI number Enables the external antenna.
2.4ggnumber[3|2] : 3/2 antennas
numbers: DBl number
5gnumber: 5g with DBl number

5gg number [2| 3]: 5gg with 2/3
antennas
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TABLE 5 Commands related to device(config-ap-model) (continued)

device(config-ap-model)# internal-heater

Enables the internal heater.

device(config-ap-model)# lan1
device(config-ap-model)# lan2
device(config-ap-model)# lan3
device(config-ap-model)# lan4

device(config-ap-model)# lan5

Sets the LAN configurations from 1 to 5.

device(config-ap-model)# led

Enables the status of LEDs.

device(config-ap-model)# led-mode

Sets the LED mode.

device(config-ap-model)# lldp

Enables link layer discovery protocol.

device(config-ap-model)# lldp-ad-interval seconds Sets the LLDP advertise interval.
device(config-ap-model)# lldp-hold-time seconds Sets the LLDP hold time.
device(config-ap-model)# lldp-mgmt Enables LLDP management IP TLV.
device(config-ap-model)# no ext-ant Disables or deletes the settings that have been

internal-heater
lan1

lan2

lan3

lan4

lan5

led

lidp

lidp-mgmt
poe-operating-mode
poe-out-port
radio-band

usb

usb-software

configured.

device(config-ap-model)# poe-operating-mode $value Switches the PoE mode.
device(config-ap-model)# poe-out-port Enables the PoE out port.
device(config-ap-model)# radio-band $value Switches the radio band.
device(config-ap-model)# usb Enables the USB port.
device(config-ap-model)# usb-software $value Sets the AP USB software package.

TABLE 6 Commands related to device(config-ap-model-lan1)

device(config-ap-model-lan1)# 8021x

802. 1x-type

Sets 802.1x.

device(config-ap-model-lan1)# acct-service

acct-service

Sets the authentication service configurations.

device(config-ap-model-lan1)# auth-service

auth-service

Sets the authentication service configurations.

device(config-ap-model-lan1)# mac-bypass

Sets the MAC bypass.
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TABLE 6 Commands related to device(config-ap-model-lan1) (continued)

device(config-ap-model-lan1)# members members Sets the AP model configurations.
device(config-ap-model-lan1)# no acct-service Disables or deletes the settings that have been
configured.

mac-bypass

overwrite
device(config-ap-model-lan1)# overwrite Enable overwriting of VLAN
device(config-ap-model-lan1)# profile profile: Ethernet port profile Sets Ethernet port profile
device(config-ap-model-lan1)# supplicant mac Sets the supplicant.

customusernamepassword

device(config-ap-model-lan1)# type [trunk-port | access-port | general-port] | Sets the port type.
device(config-ap-model-lan1)# vlan-untag-id untag-id:VLAN untag ID Sets the VLAN untag ID.
device(config-ap-model-lan1)# vlan-members members: VLAN members Sets the VLAN members.

TABLE 7 Commands related to device(config-ap-pre-prov)

device(config-ap-pre-prov)# ip6 Sets IPV6 network settings.

device(config-ap-pre-prov)# ip6 address ip: IP address Sets the IPV6 address and gateway.

gateway: Gateway

device(config-ap-pre-prov)# ip6 name-server primary-dns: Primary DNS. Sets the primary or secondary DNS.

secondary-dns: Secondary DNS
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ap-auto-approve

ap-auto-approve

Enables auto approve for access points (APs).

Syntax
ap-auto-approve

no ap-auto-approve

Command Default

Auto approve for APs is not enabled.

Modes

Global configuration mode

Usage Guidelines

This command is supported on the SmartZone 100 and vSZ-E controllers only.

Examples

The following example enables auto approve for APs.

device# config
device (config) # ap-auto-approve
Successful operation

The following example disables auto approve for APs.

device# config

device (config)# no ap-auto-approve

Do you want to continue to disable (or input 'no' to cancel)?
Successful operation
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[yes/no] yes
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Commands A through C
ap-auto-tagging

ap-auto-tagging

Sets up critical access point (AP) auto tagging rules and enters AP auto tagging configuration mode.

Syntax
ap-auto-tagging
no ap-auto-tagging enable

After the ap-auto-tagging command is entered to enable the AP auto tagging configuration mode, the following configuration syntax is
available:
[ enable ]

After the enable command is entered in AP auto tagging configuration mode, the following configuration syntax is available:
[ rule daily-threshold | threshold value | unit{g | m}]

Command Default

Auto tagging rules for APs is not set up.

Parameters

no ap-auto-taggingenable
Disables critical AP auto tagging.

enable
Enables the auto-tagging of critical APs.

ruledaily-threshold
Sets the auto tagging rule to daily traffic bytes, which exceeds the threshold rule.

thresholdvalue
Sets the threshold value.

unit
Sets the unit.

4
Sets the unit to gigabytes.

Sets the unit to megabytes.

Modes

Global configuration mode

Usage Guidelines

This command is supported on all SmartZone platforms except SmartZone Data Plane controller.

The no form of the command disables critical AP auto tagging.
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Examples

The following example enables auto tagging for APs and enters AP auto tagging configuration mode. It also sets the auto tagging rule to
daily traffic bytes.

device# config

device (config) # ap-auto-tagging

device (config-ap-auto-tagging) # enable

device (config-ap-auto-tagging) # rule daily-threshold

The following example disables auto tagging for APs.

device# config
device (config) # no ap-auto-tagging enable
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Commands A through C
ap-cert-check

ap-cert-check

Enable the access point (AP) certificate check.

Syntax
ap-cert-check

no ap-cert-check

Command Default

Certificate checking is not enabled for APs.

Modes

Global configuration mode

Usage Guidelines

This command is supported on all SmartZone platforms except SmartZone Data Plane controller.

Examples
The following example enables certificate checking for APs.

device# config
device (config) # ap-cert-check
Successful operation

The following example disables certificate checking for APs.

device# config

device (config)# no ap-cert-check

Do you want to continue to disable (or input 'no' to cancel)? [yes/no] yes
Successful operation
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ap-cert-expired-check

Enables the expired certificate checking for access points (APs).

Syntax
ap-cert-expired-check

no ap-cert-expired-check

Command Default

Expired certificate checking is not enabled for APs.

Modes

Global configuration mode

Usage Guidelines

This command is supported on all SmartZone platforms except SmartZone Data Plane controller.

Examples
The following example enables expired certificate checking for APs.
device# config

device (config) # ap-cert-expired-check
Successful operation

The following example disables expired certificate checking for APs.
device# config

device (config)# no ap-cert-expired-check
Successful operation

History

3.6 This command was introduced.
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Commands A through C
ap-certificate-reset

ap-certificate-reset

Resets access point (AP) certificate requests.

Syntax

ap-certificate-reset { all | zone zone-name

Command Default

AP certificate requests are not reset.

Parameters

all
Resets all AP certificate requests.

zone zone-name
Specifies the target zone.

Modes

Global configuration mode

Usage Guidelines

This command is supported on all SmartZone platforms except SmartZone Data Plane controller.

Examples
The following example resets all AP certificate requests.

device# config
device (config)# ap-certificate-reset all
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ap-cli

ap-cli

Enters debug AP CLI configuration mode for AP CLI debug script management.

Syntax
ap-cli

After the ap-cli command is entered to enable the debug AP CLI configuration mode, the following configuration syntax is available:
{ execute | show } zone zone-name

upload zone zone-name ftp-url

Parameters

execute
Executes the AP CLI script.

show

Shows the script execution summary of a specified zone.

upload
Uploads an AP CLI script from a remote FTP server

zone zone-name

Sets the default service.

ftp-url
Specifies the FTP URL.

Modes

Debug configuration mode

Usage Guidelines

This command is supported on the SmartZone 300 and vSZ-H controllers only.

Examples

The following example enters debug AP CLI configuration mode where AP CLI debug script management can be run.

device# debug
device (debug) # ap-cli
device (debug-ap-cli) #

RUCKUS SmartZone (ST-GA) Command Reference Guide, 7.0.0
56 Part Number: 800-73385-001 Rev A



Commands A through C
apcli

apcli

Enters debug AP CLI configuration mode to run the AP CLI debug script management.

Syntax
apcli

After the apcli command is entered to enable the debug AP CLI configuration mode, the following configuration syntax is available:
[ execute | show { diagnostic-script script-name | schedule } ]

show-execution-status

upload ftp-url

Parameters

execute
Executes the AP CLI script.

show
Shows script summaries.

diagnostic-script script-name
Shows the diagnostic script.

schedule
Shows the scheddule script.

show-execution-status
Shows the script execution summary.

upload
Uploads an AP CLI script from a remote FTP server

ftp-url
Specifies the FTP URL.

Modes

Debug configuration mode

Usage Guidelines

This command is supported on the SmartZone 100 and vSZ-E controllers only.

Examples

The following example enters debug AP CLI configuration mode where AP CLI debug script management can be run.

device# debug
device (debug) # apcli
device (debug-apcli) #
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ap-control-mgmt-tos

Enables the access point (AP) control management traffic type of service (TOS).

Syntax
ap-control-mgmt-tos value

no ap-control-mgmt-tos

Command Default

The AP control management traffic TOS is not enabled.

Parameters

value
Specifies the TOS value.

Modes

Global configuration mode

Usage Guidelines

This command is supported on all SmartZone platforms except SmartZone Data Plane controller.

The no form of the command removes configured authentication service profiles.

Examples
The following example enables the AP control management TOS and sets a TOS value of 10.

device# config
device (config)# ap-control-mgmt-tos 10

The following example disables AP the control management TOS and removes configured TOS values.

device# config
device (config) # no ap-auto-tagging enable
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Commands A through C
ap-group

ap-group

Creates an Access Point (AP) group.

Syntax
ap-group group-name

no ap-group group-name

Command Default

AP groups are not created.

Parameters

group-name
Specifies an AP group name.

Modes

Global configuration mode

Usage Guidelines

Use the no form of this command to delete an AP group.

Examples
The following example creates the AP group “myapgroup”.
device# config
device (config)# ap-group myapgroup
device (config-ap-group)

The following example deletes the AP group named myapgroup.

device# config
device (config) # no ap-group myapgroup

Do you want to continue to delete (or input 'no' to cancel)? [yes/no] yes
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ap-heartbeat

Configures the access point (AP) heartbeat interval.

Syntax

ap-heartbeat seconds

Command Default

The AP heartbeat interval is not changed.

Parameters

seconds
Specifies the TOS value. Valid values are 30, 60, 150, or 300 seconds.

Modes

Global configuration mode

Usage Guidelines

This command is supported on all SmartZone platforms except SmartZone Data Plane controller.

Examples
The following example sets AP heartbeat interval to 60 seconds.

device# config
device (config) # ap-heartbeat 60
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ap-internal-subnet

Configures internal subnet for a tunnel.

Syntax

ap-internal-subnet ip-address

Command Default

An internal subnet is not configured for a tunnel.

Parameters

ip address
Specifies the IP address in 10.x.0.0 format.

Modes

Global configuration mode

Usage Guidelines

This command is supported on all SmartZone platforms except SmartZone Data Plane controller.

Examples
The following example configures an internal subnet for a tunnel with the IP address 10.1.0.0.

device# config
device (config)# ap-internal-subnet 10.1.0.0
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Commands A through C
ap-model

ap-model

Specifies the AP model to be used.

Syntax
ap-model ap-model-name

After the ap-model command has been entered to enter AP Model configuration mode, the following configuration syntax is available
(syntax in groupings for clarity):
[ ext-ant { 2.4g num | 2.4ggnum[2 | 3] | 5g num | 5ggnhum[2 | 3]]

[ internal-heater | lan | led | led-mode | lidp | lldp-ad-interval seconds | lldp-hold-time seconds | lldp-mgmt | poe-operating-mode
poe-value | poe-out-port | radio-band radio-value | ]

[ { usb | usb-software } ap-model [ enable | disable ]

Command Default

No AP model is specified.

Parameters

ap-model-name
Specifies the AP model name.

ext-ant

Specifies the external antenna wireless frequency.

2.4g num
Enables the external 2.4 GHz antenna on the selected AP model and sets the gain number as a number between 0 and
90dBi.

2.4ggnum223
Enables the external 2.4 GHz antenna on the selected AP model, sets the gain number, and .

5g num
Enables the external 5 GHz antenna on the selected AP model and sets the gain number as a number between 0 and
90dBi.

5ggnum23

Enables the external 5 GHz antenna on the selected AP model, sets the gain number, and sets the.

internal-heater
Enables the heater that is built into the AP model.

led
Specifies Hotspot 2.0 as the authentication method.
led-mode

Specifies Hotspot 2.0 Secure Onboarding (OSEN) as the authentication method.

web-authentication
Specifies Web authentication as the authentication method.
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wechat
Specifies WeChat as the authentication method.

Modes

IPSec Profile configuration mode

WLAN Zone configuration mode

Usage Guidelines

This command is available only after one of the following commands is entered:
e ipsec-profile

e wlan

Examples

The following example creates a WLAN in zone Zone10, and sets the authentication type yo be guest access.

device# config

device (config) # zone zonelO

device (config-zone)# wlan wlan20

device (config-zone-wlan)# auth-type guest-access
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ap-routine-config-interval

Sets the AP routine configuration interval.

Syntax

ap-routine-config-intervalseconds

Parameters

seconds
Specifies the interval period in seconds.

Modes

Debug configuration mode

Usage Guidelines

This command is supported on the SmartZone 300 and vSZ-H controllers only.

Examples

The following example set the AP routine configuration interval to 60 seconds.

device# debug

device (debug) # ap-routine-config-interval 60
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ap-routine-status-interval

Sets the AP routine status interval.

Syntax

ap-routine-status-interval { slowdown | speedup }

Parameters

slowdown

Specifies that all APs report status at 900 second intervals.

speedup

Specifies that all APs report status at 180 second intervals.

Modes

Debug configuration mode

Usage Guidelines

This command is supported on the SmartZone 300 and vSZ-H controllers only.

Examples

The following example sets all APs to report status at 900 second intervals.

device# debug
device (debug) # ap-routine-status-interval speedup

The following example sets all APs to report status at 180 second intervals.

device# debug
device (debug) # ap-routine-status-interval slowdown
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Commands A through C
ap-subnet-discovery

ap-subnet-discovery

Enables the AP subnet discovery service.

Syntax
ap-subnet-discovery

no ap-subnet-discovery

Modes

Debug configuration mode

Usage Guidelines

This command is supported on the SmartZone 100 and vSZ-E controllers only.

The no form of the command disables the AP subnet discovery service.

Examples
The following example enables the AP discovery service.

device# debug
device (debug) # ap-subnet-discovery

The following example disables the AP discovery service.

device# debug
device (debug) # no ap-subnet-discovery
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Commands A through C
ap-zone-aggregate

ap-zone-aggregate

Enables zone aggregation for access points (APs).

Syntax
ap-zone-aggregate

no ap-zone-aggregate

Command Default

Certificate checking is not enabled for APs.

Modes

Global configuration mode

Usage Guidelines

This command is supported on the SmartZone 300 and vSZ-H controllers only.

Examples

The following example enables zone aggregation for APs.

device# config
device (config) # ap-zone-aggregate
Successful operation

The following example enables zone aggregation for APs.

device# config
device (config)# no ap-zone-aggregate
Successful operation
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auth-method

auth-method

Specifies the authentication method to be used.

Syntax

auth-method 8021x | 8021xmac | mac | open

Command Default

No authentication method is specified.

Parameters

8021x
Specifies 802.1x EAP as the authentication method.

8021xmac
Specifies 802.1x EAP and the MAC address as the authentication method.

mac
Specifies the MAC address as the authentication method.

open
Specifies no authentication method.

Modes

WLAN Zone configuration mode
Authentication Profile REALM configuration mode

Identity Provider Account Profile REALM configuration mode

Usage Guidelines

This command is available only after one of the following commands is entered:
e  authentication-profile
e identity-profile

e wlan

Examples
The following example creates a WLAN in zone Zone10, and sets the authentication method to be 8021x EAP.

device# config

device (config) # zone zonel0

device (config-zone)# wlan wlan20

device (config-zone-wlan) # auth-method 8021x
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auth-profile

Enters Authentication Service Profile configuration mode to configure authentication services.

Syntax
auth-profilename
no auth-profilename

After the auth-profile command is entered to enable the Authentication Service Profile configuration mode, the following configuration
syntax is available:
[aaa-support| default{no-match-realm|no-realm}acct| descriptiontext | gpp-support| namename | realmrealm]

After the realm command is entered to enable the Authentication Service Profile Realm configuration mode, the following additional
configuration syntax is available:
[auth-servicename| dynamic-vlanvian-id | namename]

Command Default

Authentication services profiles are not created.

Parameters

aaa-support
Enables Hosted AAA Support.

default
Sets the default services.

no-match-realm
Sets the default service for when no matching realm is found.

no-realm
Sets the default service for when no realm is specified.

acct
Sets the default authentication service.

descriptiontext
Sets the description of the authentication service profile.

gpp-support
Configures the PLMN identifier.

namename
Sets the authentication service profile name.

realmrealm
Sets the authentication service realm.

auth-servicename
Sets the authentication service.
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dynamic-vlanvian-id
Sets the dynamic VLAN ID. Valid values range from 2 through 4094.

namename
Sets the authentication service realm name.

Modes

Global configuration mode

Usage Guidelines

This command is supported on the SmartZone 300 and vSZ-H controllers only.

The no form of the command removes configured authentication service profiles.

Examples

The following example creates an Authentication Service Profile and enters Authentication Service Profile configuration mode.
device# configure

device (config) auth-profile aaa-auth
device (config-auth-profile)#

The following example removes all configured Authentication Service Profiles.

device# configure
device (config) no auth-profile
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auth-type

Specifies the authentication type to be used.

Syntax

auth-type guest-access | hotspot | hotspot2 | osen | standard | web-authentication | wechat

Command Default

No authentication type is specified.

Parameters

guest-access
Specifies 802.1x EAP as the authentication type.

hotspot
Specifies Hotspot service (WISPr) as the authentication type.

hotspot2
Specifies Hotspot 2.0 as the authentication method.

osen
Specifies Hotspot 2.0 Secure Onboarding (OSEN) as the authentication method.

web-authentication
Specifies Web authentication as the authentication method.

wechat
Specifies WeChat as the authentication method.

Modes

WLAN Zone configuration mode

Usage Guidelines

This command is available only after othe following command is entered:

e wlan

This command is supported on all SmartZone platforms except SmartZone Data Plane controller.

Examples

The following example creates a WLAN in zone Zone10, and sets the authentication type yo be guest access.

device# config

device (config) # zone zonel0

device (config-zone)# wlan wlan20

device (config-zone-wlan) # auth-type guest-access
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auth-type

History

6.0 The command is not supported for IPsec configuration mode.
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backup

Backs up the whole cluster system of the controller.

Syntax

backup

Command Default

The configuration is not backed up.

Modes

Privileged EXEC mode

Usage Guidelines

This command is supported on all SmartZone platforms except SmartZone Data Plane controller.

Examples
The following example backs up the whole cluster system of the controller.

device# backup
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Commands A through C
backup (Dataplane)

backup (Dataplane)

Backs up the controller configurations.

Syntax

backup({ftp | sftplip-address / path [filename]user-namepassword

backup tftp ip-address / path [filename]

Command Default

The controller configuration is not backed up.

Parameters

ftp
Specifies an FTP server.

sftp
Specifies an SFTP server.

ip-address
Specifies the IP address of the server.

path
Specifies the path to the backup file.

filename
Specifies the file name.

user-name

Specifies the user name.

password

Specifies the password.
tftp

Specifies a TFTP server.

Modes

Privileged EXEC mode

Usage Guidelines
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This command is supported on the SmartZone Data Plane controllers only.

Enter the FTP/TFTP/SFTP URL in the following format: ftp:///tftp:///sftp://ip-addresspathfilename

A user name and password must be specified if you are using an FTP or SFTP server.
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Examples
The following example backs up the controller configurations and specifies the TFTP URL, path, and file name.
device# backup tftp 10.0.0.10 /tmp/filename.bak

The following example backs up the controller configurations and specifies the TFTP URL and path. The file name will be automatically
generated.

device# backup tftp 10.0.0.10 /tmp/
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backup config

backup config

Backs up the controller configurations.

Syntax

backup config

Command Default

The configuration is not backed up.

Modes

Privileged EXEC mode

Usage Guidelines

This command is supported on all SmartZone platforms except SmartZone Data Plane controller.

Examples

The following example backs up the controller configuration.

device# backup configuration

Do you want to backup configurations
Starting to backup configurations...

Successful operation
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to cancel)?

[yes/no] yes
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backup network

Backs up controller network configuration.

Syntax

backup network

Command Default

The network configuration is not backed up.

Modes

Privileged EXEC mode

Usage Guidelines

This command is supported on all SmartZone platforms except SmartZone Data Plane controller.

Examples
The following example backs up the controller network configuration.

device# backup network

Do you want to backup configurations (or input 'no' to cancel)? [yes/no] yes
Starting to backup configurations...

Successful operation
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backup schedule

Schedules a configuration backup.

Syntax
backup schedule daily hour minute minute
backup schedule disable
backup schedule monthly date-of-month hour hour minute minute

backup schedule weekly { friday | monday | saturday | sunday | thursday | tuesday | wednesday } hour hour minute minute

Command Default

A configuration backup is not scheduled.

Parameters
daily
Specifies a daily configuration backup.
hour
Specifies the hour for which the back up is scheduled. Valid values range from 0 through 24. The timing is set at GMT values.
minute
Specifies the minute.
minute
Specifies the minute for which the back up is scheduled. Valid values range from 0 through 59. The timing is set at GMT values.
disable
Disables the schedule backup of the configuration.
monthly

Specifies a monthly configuration backup.

date-of-month
Specifies the date each month for which the back up is scheduled. Valid values range from 1 through 31.

weekly
Specifies a weekly configuration backup.

friday
Specifies a weekly configuration backup on a Friday.

monday
Specifies a weekly configuration backup on a Monday.

saturday
Specifies a weekly configuration backup on a Saturday.

sunday
Specifies a weekly configuration backup on a Sunday.
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thursday
Specifies a weekly configuration backup on a Thursday.

tuesday
Specifies a weekly configuration backup on a Tuesday.

wednesday
Specifies a weekly configuration backup on a Wednesday.

Modes

Privileged EXEC mode

Usage Guidelines

This command is supported on all SmartZone platforms except SmartZone Data Plane controller.

Examples
The following example schedules a daily configuration backup at 15:20 PM GMT.

device# backup schedule daily 15 minute 20
Successful operation

The following example disables scheduled configuration backups.
device# backup schedule disable
The following example schedules a monthly configuration backup on the 22nd day of each month at 10:30 AM GMT.

device# backup schedule monthly 22 hour 10 minute 30
Successful operation

The following example schedules a weekly configuration backup on a Friday at 19:35 AM GMT.

device# backup schedule weekly friday hour 19 minute 35
Successful operation
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backup-upgrade

Backs up and upgrades the whole cluster system for the controller.

Syntax

backup-upgrade ftp-url

Command Default

The system is not backed up.

Parameters

ftp-url
Specifies the FTP URL.

Modes

Privileged EXEC mode

Usage Guidelines

This command is supported on all SmartZone platforms except SmartZone Data Plane controller.

Enter the FTP URL in the following format: ftp://username:password @ ftp-host[/dir-path]

Examples

The following example backs up and upgrades the whole cluster system and specifies the FTP URL.

device# backup-upgrade ftp://mahan:ruckusl!@172.19.7.100/backup/AP ad87453456fe.csv

80

RUCKUS SmartZone (ST-GA) Command Reference Guide, 7.0.0
Part Number: 800-73385-001 Rev A



Commands A through C
bonjour-policy

bonjour-policy

Creates or updates the bonjour policy.

Syntax
bonjour-policynamerulepriority
no bonjour-policyname

After the bonjour-policy command is entered to enter Bonjour Policy configuration mode, the following configuration syntax is available:
rulepriority

Command Default

No bonjour policy is created.

Parameters

name
Specifies the bonjour policy name.

rulepriority
Specifies the bonjour policy set of rules based on the rule priority.

Modes

Global configuration mode

Zone configuration mode

Usage Guidelines

This command is supported for SmartZone 100 devices. For more information on Bonjour settings, refer to the Bonjour section in the
RUCKUS 5Z100 and vSZ-E Administrator Guide.

Use the no form of this command to delete a Bonjour policy.

Examples
The following example creates the bonjour policy named bpolicy8.
device# config
device (config) # bonjour-policy bpolicy8
device (configbonjour-policy) rule
The following example deletes the configured bonjour policy named bpolicy8.
device# config

device (config) # no bonjour-policy bpolicy8
Do you want to continue to delete (or input 'no' to cancel)? [yes/no] yes
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bridge-profile

Enters Bridge Profile configuration mode to configure bridge forwarding profiles.

Syntax

bridge-profile name

After the bridge-profile command is entered to enable the Bridge Profile configuration mode, the following configuration syntax is

available:

[descriptiontext | dhcp-option-82 | dhcp-relay | dhcp-serverlip-address | dhcp-server2ip-address | namename | relay-both]

After the dhcp-option-82 command is entered to enable the Bridge Profile DHCP Option82 configuration mode, the following

configuration syntax is available:

[subopti{ap-essid | ap-info-default| ap-info-location | ap-mac|format}|subopt150 | subopt151{area-namename|essid}|subopt2{ap-

essid | ap-mac | ue-essid |ue-mac|format}]

Command Default

The bridge forwarding profile is not configured.

Parameters

82

name
Specifies the bridge profile name

descriptiontext
Sets the description of the bridge profile.

dhcp-option82
Enables DHCP option 82.

dhcp-relay
Enables DHCP relay.

dhcp-serverlip-address
Sets the DHCP server 1.

dhcp-server2ip-address
Sets the DHCP server 2.

namename
Sets the bridge profile name.

relay-both

Enables DHCP to send requests to both servers simultaneously.

suboptil
Specifies sub-option 1.
ap-essid
Specifies the ESSID of the AP.

ap-info-default
Specifies the default information for the AP.
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ap-info-location
Specifies the AP location.

ap-mac
Specifies the MAC address of the AP.

subopt150
Specifies sub-option 150.

subopt151
Specifies sub-option 151.

area-namename

Specifies the area.

essid
Specifies the ESSID.

subopt2
Specifies sub-option 2.

ue-essid
Specifies the ESSID of the client.

ue-mac
Specifies the MAC address of the client..

Modes

Global configuration mode

Usage Guidelines

This command is supported on the SmartZone 300 and vSZ-H controllers only.

The dhcp-option82, dhcp-serverlip-address, dhcp-server2ip-address, and relay-both options are only available after DHCP relay has been
enabled.

The no form of the command deletes the configured bridge profile.

Examples

The following example creates a bridge profile “auth-prof” and enters Bridge Profile configuration mode.
device# config

device (config)# bridge-profile auth-prof

device (config-bridge-profile) #

The following example removes the bridge profile “auth-prof”.

device# config
device (config) # no bridge-profile auth-prof
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calea

Configures the Communications Assistance for Law Enforcement Act (CALEA) server settings.

Syntax

calea

After the calea command is entered to enable the CALEA configuration mode, the following configuration syntax is available:

[history | logout | macmac-address | show]

nomacmac-address

Command Default

The CALEA server is not configured.

Parameters

history
Displays the list of previously run commands.

logout
Logs the user out.

macmac-address
Specifies the MAC address.

show
Displays the CALEA global configuration and the server details.

Modes

Global configuration mode

Usage Guidelines

This command is supported on the SmartZone Data Plane controllers only.

Examples

The following example enters CALEA configuration mode and sets the MAC address.

device# config
device (config-admin) # calea
device (config-calea)# mac A1:87:45:34:56:FE

84

RUCKUS SmartZone (ST-GA) Command Reference Guide, 7.0.0
Part Number: 800-73385-001 Rev A



Commands A through C
calea

The following example removes the configured MAC address for the CALEA server.

device# config
device (config-admin) # calea
device (config-calea)# no mac Al:87:45:34:56:FE
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calea-mac

Configures the Communications Assistance for Law Enforcement Act (CALEA) MAC server settings.

Syntax
calea-macimportftp-url
calea-macmac-address

no calea-mac[mac-address]

Command Default

The CALEA MAC server is not configured

Parameters

import
Specifies that the MAC list is imported by FTP.

ftp-url
Specifies the FTP URL.

mac-address
Specifies the MAC address.

Modes

Global configuration mode

Usage Guidelines
This command is supported on the SmartZone 300 and vSZ-H controllers only.
The no form of the command deletes all CALEA MAC server configurations unless a MAC address is specified.

If you use the importkeyword, enter the FTP URL in the following format: ftp://username:password @ ftp-host[/dir-path]

Examples
The following example deletes all CALEA MAC server configuration.

device# config
device (config)# no calea-mac

The following example specifies that the MAC list is imported by FTP

device# config
device (config) # calea-mac import ftp://mahan:ruckusl!@172.19.7.100/backup/AP _ad87453456fe.csv
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3.5.1 This command was introduced on the SmartZone 300.
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calea-server-ip

Updates Calea server IP configurations.

Syntax

calea-server-ipip-address

no-calea-server-ip

Command Default

Calea servers are not configured.

Parameters

ip-address
Specifies an IP address.

Modes

Global configuration mode

Usage Guidelines

This command is supported on the SmartZone 300 and vSZ-H controllers only.

The no form of the command deletes all Calea MAC server IP address configurations.

Examples
The following example configures a Calea MAC server with the IP address 10.1.1.1

device# config
device (config) # calea-server-ip 10.1.1.1

The following example deletes all Calea MAC server IP address configurations.

device# config

device (config)# no calea-server-ip

Do you want to continue to delete (or input 'no' to cancel)?
[yes/no]

History

3.5.1 This command was introduced on the SmartZone 300.
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cert-store

Creates or updates certificate store configurations.

Syntax

cert-store [ ap-cert name | cert name | communicator-cert name | csr name | hotspot-cert name | web-cert name ]
no cert-store [ cert name | csr name ]

After the cert command is entered in global configuration mode to enable the Certification configuration mode, the following

configuration syntax is available:

[ days |description text | inter-cert ftp-url | name name | passphrase passphrase | private-key { csr csr-name | upload ftp-url } | root-
cert ftp-url | server-cert ftp-url |

After the csr command is entered in global configuration mode to enable the CSR configuration mode, the following configuration syntax

is available:

[ city city | common-name domain-name | country country | description text | email email-address | name name | organization org |
state state | unit org-unit ]

Command Default

Certificate stores are not configured.

Parameters

ap-cert name
Specifies the AP Portal Certificate.

cert name
Creates or updates the Certificate configuration and enters Certification configuration mode.

communicator-cert name
Sets the Communicator Certificate.

csr name
Creates or updates the Certificates Signing Request (CSR) configuration.

hotspot-cert name
Sets the Set Hotspot Certificate.
days
Sets the expired days as 124-1098 or default (824). Valid only on default certificates only. Other configuration are ignored.

description text
Sets the certificate description.

inter-cert ftp-url
Uploads the Intermediate CA Certificate.

name name
Sets the certificate name.

passphrase passphrase
Sets the key passphrase.
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web-cert name
Sets the Management Web Certificate.

private-key
Sets the Private key.

csr csr-name
Upload using CSR.

upload ftp-url
Upload a private key file using FTP.

root-cert ftp-url
Uploads a Root CA Certificate.

server-cert ftp-url
Uploads a server Certificate.

city city
Specifies a city.

common-name domain-name
Specifies the domain name.

country country
Specifies the country. Type a “?” for a full list of valid entries.

description text
Sets the description.

email email-address
Specifies the email address..

name name
Specifies the CSR name.

organization org
Sets the organization.

state state
Sets the state or province.

unit org-unit
Sets the organization unit.

Modes

Global configuration mode

Usage Guidelines
This command is supported on all SmartZone platforms except SmartZone Data Plane controller.
The no cert-store cert name command removes configured certificates.

The no cert-store csr name command removes CSR configurations.
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Examples
The following example configures a certificate and enters Certification configuration mode.
device# config

device (config)# cert-store cert apcert
S$2100-Nodel (config-cert) #

The following example configures a CSR and enters CSR configuration mode.

device# config

device (config)# cert-store csr

device (config) # cert-store csr csrpool
device (config-csr) #

The following example removes all configured certificates.

device# config

device (config) # no cert-store cert

Do you want to continue to delete (or input 'no' to cancel)? [yes/no] yes
The following example removes all configured CSRs.

device# config

device (config)# no cert-store csr
Do you want to continue to delete (or input 'no' to cancel)? [yes/no] yes

History

5.2.1 This command (config-cert-store) days was introduced.
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changepassword

Changes the administrative password.

Syntax
changepassword

no changepassword

Command Default

The administrative password is not changed.

Modes

Global configuration mode

Usage Guidelines

This command is supported on all SmartZone platforms except SmartZone Data Plane controller.

The new password must contain at least eight characters with at least one number, one letter, and one special character (~!' @ #$ % " & *

()-_=+[1{I\];:"",.<>/7?) except " or $(.

Examples

The following example changes the administrative password. The old password must be entered and the new password must be entered

twice.

device# config

device (config) # changepassword
0ld Password: ****kkxdkkxx

New Password: ****xxkkxik
Retype: ER R R Rk ki
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clock

Updates the system clock timezone configuration.

Syntax

clocktimezonetimezone

Parameters

timezonetimezone
Specifies the timezone for the system.

Modes

Global configuration mode

Usage Guidelines

This command is supported on all SmartZone platforms except SmartZone Data Plane controller.

For a full list of available timezones that can be entered using the timezone, enter the timezone and type a ?.

Examples
The following example sets the system timezone to that of Chicago in America.

device# config
device (config) # clock timezone America/Chicago

The following example sets the system timezone to that of Lisbon in